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 Are the consequences quantifiable in a way that is relevant
to the stakeholder's business/operational roles?

 What are the consequences of the impacts in terms of the
stakeholder's business/operational roles?

 Are the consequences of the impacts locally, regionally, or
nationally significant?

 Where could mitigations be implemented to lower the
consequences?
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Overview

• Consequence Analysis: Method and Application
• Consequence Metrics
• Risk, Consequence, and Actors
• Identifying Key Stakeholders
• Consequence Estimation

– Approach
– Results
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Consequence Analysis: Method and Application

Assets &
Resources

Perturbations
& Problems

All the things
to worry about

Assets Relevant to Public Interest
and Impact in Question

Area of Projected Impact
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Consequence Analysis: Method and Application

Indirect Infrastructure
Consequences

Economic Impact

Disruptive Effect

Direct Infrastructure
Consequences
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Consequence Metrics
• Some are readily quantified

– Casualties
– Economic loss

• Others, not so much
– Psychological Impacts
– Confidence in Government
– Loss of Governance

• Even the readily quantified require clear definition
– Casualties: Deaths? Injuries? Both?
– Economic loss: Over what time frame?

• Combination of the readily quantified can be a nightmare
– How much is a life worth?  Are you willing to commit it to print?
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Risk, Consequence and Actors

• Risk = Threat * Vulnerability * Consequence
• Keep this in mind as we discuss the variety of actors

involved in understanding how infrastructure fits together
– Vertical Actors
– Horizontal Actors
– Vertical Endpoint Actors
– Diagonal Actors
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Risk, Consequence and Actors
• Vertical Actors

– Represent the structure of the
flow of infrastructure service
from source to ultimate
customer
• GenCos
• TransCos
• Vertically Integrated Utilities
• ISOs/RTOs
• Security Coordinators
• Utility Sector Self-Regulatory

Entities
– Are likely interdependent

entities
• Within an infrastructure, sharing

assets/contractual rights of way
• Across infrastructures, serving

as ultimate customers of one
another
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Risk, Consequence and Actors
• Horizontal Actors

– Represent the vendors which
provide support and capability
which enables a Vertical Actor
• Hardware manufacturers

– “system hardware” (e.g.,
generators, switches, wiring,
poles, transformers) 

– “system control hardware”
(e.g., computers, real-time
monitoring equipment)

• Software vendors
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Risk, Consequence and Actors
• Vertical Endpoint Actors

– Represent the ultimate
customer of a Vertical Actor
• Can be a gateway for Vertical or

Horizontal Actors
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Risk, Consequence and Actors
• Diagonal Actors

– Represent entities who either
reduce or increase impediments to
collaboration among Vertical and
Horizontal Actors

– Those who reduce impediments are
Positive Action Diagonal

– Those who increase impediments
are Negative Action Diagonal

– Some actors alternate between the
two states

– Examples
• Researchers
• Their funding entities
• Insurers and Reinsurers
• Regulatory Authorities
• Legislative Bodies
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Identifying Key Stakeholders
• When the vulnerability is

ubiquitous among like actors
– Consequence is the driving

metric in identifying those
stakeholders who face the
greatest risk

– Consequences more than direct
as cascading effects lead to
larger consequences
• Many of these larger

consequences are drags on
economic and system
performance

– Therefore it is important to look
at the relative level of
consequence among like actors
• for our discussion, among

Vertical Actor utilities

Disrupted customers

Lawsuits

New Law and Rule
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Identifying Key Stakeholders

• For Non-IOUs
– Examine the value of direct and indirect business disruption lasting

one day for the entirety of the Non-IOUs service territory relative to
the annual operating revenue of the Non-IOU

• For IOUs
– Examine the value of direct and indirect business disruption lasting

one day for the entirety of the Interconnection containing the IOUs
service territory relative to the annual operating revenue of the IOU

• Data sources used
– Utility service territories, revenue data (Platts)
– Economic and employment data (Census, BEA)
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Identifying Key Stakeholders

• Sample Investor-Owned Utility
– Annual Revenue ~ $2B
– Single-Day Direct and Indirect Business Disruption Impacts for

Service Territory over $1B
– Single-Day Direct and Indirect Business Disruption Impacts for

WECC over $10B
• As that which we’ve discussed is both ubiquitous and

repetitive
– Modelling and simulation has shown that other kinds of disruptions

can be worse
• Perception of reduced reliability
• Leads to high-value customer departure
• Leads to reduced revenue
• Leads to distribution of O&M over smaller customer base (higher rates)
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Identifying Key Stakeholders

Threat
Direct (on system)

Indirect (on firm financial stability)

IOUs
~150

Non IOUs
~3000

Insurers
Reinsurers

USDA
Rural Utilities Service
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Consequence Estimation
• Stakeholders have a need to base consequence on metrics

they care about
– Economics, public image, health and safety, etc.

• Physical impacts must somehow be mapped to metrics
• Metrics most likely will not be equally important to everyone

and in every situation
– Can use pairwise comparison techniques to weigh metrics

• As impacts occur, metrics and specific system data could be
used to calculate a numerical value for consequence

• Metrics could also highlight areas of concern within the
system that mitigations could be applied to
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Approach for Consequence Estimation

Infrastructure 

Elements

Analysis

Power Flow Modeling

MTTF & MTTR

Physical

Consequences

Element 

Ranking

Health and Safety

(3)

0.1667

Economics

(2)

0.2441

Image 

(1)

0.5058

General 

Public

(8)

0.0333

Political

(1)

0.3693

Lost 

Revenue 

(2)

0.2092

Repair / 

Replace 

(7)

0.0349

Overall Value to the 

Stakeholder

Utility 

Workers 

(3)

0.1334

Customer   

(4)

0.0977

Public

(6) 

0.0388

Value

Impact 

Categories

Performance 

Measures

Value Tree

Environment

(4)

0.0834

Fauna

(5)

0.0834



23

Enhancing Control Systems Security in the Energy Sector

June 24, 2008

NSTB
Approach for Consequence Estimation

Consequence Engine

Performance Measures

Impact Categories

System Device Data

Input Data

Physical
components
impacted (primary
and secondary)

Recovery schedule

Results

Consequence
rating

Major focus areas
of concern
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Rogue Software Scenario Consequence Results
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Questions?


